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Abstract

We present a new stochastic model for the evolution of Directed Acyclic Graphs (DAG)-based distributed ledgers
(DL), under the presence of heterogeneous delay. This model is used to analyse the performance metrics of the DL,
showing in particular that the number of unapproved messages does not diverge to infinity, even under the presence
of delay. We propose an analysis based on conveniently defined sets, as well as an alternative drift-based analysis.
The former allows to get a bound on the number of unapproved messages, while the latter, through a simpler analysis,
allows to probe the existence of such bound. For particular scenarios, we are able to derive the expected value of
the drift of unapproved messages, through a Markov process-based approach. State-of-the-art mathematical models
trying to capture the impact of delays on the performance of such DLs rely on some particular simplifications. In
contrast, through our model, we are able to analytically derive similar performance guarantees, in a more realistic
set-up. In particular, we focus on IOTA foundation’s tangle, while our results can be extended to other DAG-based
distributed ledgers. We compare our results to results obtained in a real testbed, showing good accordance between
them.

Keywords: Distributed ledgers, DAG-based DLTs, Stochastic Process

1. Introduction

Distributed ledgers (DL), such as blockchains, constitute a huge innovation in the field of distributed systems.
Such technologies are one of the available solutions to make secure and decentralized data storage possible. Well-
known use cases of distributed ledgers are cryptocurrencies, as for instance the famous Bitcoin and Ethereum. In
this paper, we study Directed Acyclic Graphs (DAG)-based DL, a specific type of DL that overcomes some of the
drawbacks of blockchain-based DLs, and we model how its performance depends on the delay.

In blockchain technology, transactions are packed into blocks, which are then sequentially linked one to another.
Typically, blocks are added to the ledger at a regular average interval (a.k.a. block interval). Block interval, along
with the block side, is determined in such a way that blocks are propagated to most nodes in the overlay network
before a new block is generated, reducing the probability of fork. This clearly limits transaction throughput, and in
turn limits the throughput of the system, as has already been reported (see e.g. [6]). In addition, some blockchain
implementations have very CPU-consuming consensus mechanisms, such as the Bitcoin’s mining.

Solutions addressing the shortcomings of classical blockchain have been proposed. Several of them are still based
on blockchain (e.g. lightning [18] and Algorand [14], see [24]] for a recent survey on blockchain scalability solutions)
and others are based on a different underlying structure: the so-called Directed-Acyclic Graph (DAG)-based DLs.

In a DAG-based DL, messages (including transactions) are represented as vertices of a graph, and directed edges
from one vertex to another represent validation of the former by the latter. It is to note that messages or transac-
tions are called also blocks, interchangeably. New messages are attached to the ledger by validating a number of
already included messages. Such DLs, while still a young technology, present an appealing advantage compared to
blockchains, as they make it easier (and thus faster) to attach new messages to the ledger, since they can be attached to
any existent vertex in the graph. Different examples of DAG-based DLs exist, such as IOTA [19] and Obyte (formerly
Byteball) [S]. Among them, IOTA, and its DAG-based structure called the Tangle, is one of the most active in terms
of research as well as in terms of development. In this paper, we focus on the IOTA’s Tangle as a subject of study,
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Figure 1: The impact of network delay on the Tangle regarding the number of concurrent unapproved messages (tips). A 8-node network without
delay (left) versus the same network where a 800ms emulated delay is applied at around one minute(right).

though the extension of most results to other DAG-based DLs is straightforward. Indeed, the same set-based method
could be applied by taking into account the specificity of the DL (for instance, number of messages to be validated or
tip selection algorithm).

Altogether, Tangle-like DLs are promising solutions for supporting Internet-of-Things (IoT) applications such
as micropayments in the case of IOTA, with its zero fee transactions. While advantages with respect to classical
blockchain-based DLs are undeniable, DAG-based DLs also present some drawbacks. Nowadays one of the principal
concerns is the lack of completely distributed solutions. In this vein, a research field, recently receiving a lot of
attention, is the decentralization of the IOTA network, the so-called Coordicide project [20]. The Coordicide project
addresses aspects such as consensus and admission control, however, there are still unanswered questions regarding
the performance of such a DL.

In particular, under a fully distributed system, where nodes keep a local copy of the DL with a non-negligible delay
between every pair of nodes, the state of the Tangle may not be the same for every node. Moreover, the performance
of the register might be significantly impacted, resulting in an increased number of unapproved messages, with respect
to the no-delay case. Empirical data obtained from a testbed supports such assertion, as shown in Figure[T] Indeed, we
see that in a 8-node network, without delay between nodes, the mean average number of tips (unapproved messages,
waiting for validation) is below 10. However, the moment we add a communication delay, 800 ms in this case, we see
that the number of mean average tips increases up to 100. This simple example, coming from our testbed, illustrates
the importance of understanding the impacts of communication delay in the DL’s performance. We develop these
observations through experiments in Section 3}

The evolution of the state of the Tangle is stochastic by nature, as a result of: (1) the random issuance of new
messages; (2) the approval process, through which each new message approves randomly k unapproved messages and
get attached to these selected messages. In addition, the system is distributed, meaning that due to delay between
nodes, each node might see the system at a different state. Such elements make the system a complex one, and the
task of finding a suitable mathematical model is a challenge. Indeed, several attempts in the literature have tried
to assess the properties of DAG-based DLs, and in particular of the Tangle, such as the stability (in the number of
unapproved messages) and the validation time of messages. These key metrics are revealing the health of the ledger,
see for instance [19} 211 12} 122]], and Section@l for a complete description of the related work. However, to the best
of our knowledge, previous work has not yet provided a formal setup and mathematical insight about the dynamics of
such ledgers in a realistic environment. This paper aims to take one more step towards filling such gap, by focusing on
capturing the impact of heterogeneous delays in DAG-based DLs. We focus on deterministic delays, while we believe
that results can easily be extended to random delays.

We hereafter refer to messages instead of transactions, since the DLs usage is not restricted to monetary trans-
actions. As aforementioned, in order to attach a new message to the ledger, a number (two in the case of IOTA) of
unapproved messages (the so-called tips) must be validated. We shall indistinguishably refer to unapproved messages
or tips. Finally, due to the distributed nature of the system each node’s copy of the register at a given instant might vary
from the copy of any other node. We shall refer to the view of a node as the messages seen as tips at a given instant



by this node. Indeed, delay can lead a node to believe that a message is a tip even if it has already been approved by
another node. Also, it might not be informed of the existence of a new message.

1.1. Contributions

We consider the case where a delay exists between every pair of nodes in the DL. The delay is coming from the
underlying peer-to-peer network as well as from the time required to issue, process, and validate messages. The delay
is constant, bounded, and potentially different between every pair of nodes. For this scenario:

e We provide a stochastic process model capturing the evolution of the number of tips (and the number of mes-
sages seen as tips by each node, called views in this paper) under the presence of heterogeneous delay.

e We deduce an upper bound on the expected number of tips and the expected number of messages seen by
each node as tips. While the proposed bounds are loose, they make it possible to conclude that even under
heterogeneous delays, these health metrics do not diverge to infinity. The model is based on the study of the
evolution of specific stochastic sets of messages (Section[3). We also provide, an alternate analysis based on the
asymptotic negative drift property of our stochastic process (see Section[7.3), proving that the expected number
of tips is bounded over time.

e For the one-node case with validation delay, and for the multiple-node case with same delay value for all pairs
of nodes, we derive closed forms for the expected drift of the number of tips and of the expected drift of the
number of messages seen as tips for each node. In addition, for these two scenarios (Section [):

— We prove that the evolution of the number of tips (resp. views) can be captured by a Markov chain.
— We show that the defined Markov chain is ergodic, aperiodic and irreducible.

— Finally, we derive an upper bound on the tail of the stationary distribution of the number tips.

e Finally, the results are shown to be in good agreement with experimental results obtained from our running
testbed (Section [3)).

1.2. Related work

Several works have attempted to model performance metrics of DLs, most of them focusing on Blockchain-like
DLs (see e.g. [8] and references there in). To the best of our knowledge, formal mathematical models for DAG-based
DLs are rather limited in the literature. We hereafter review the state of the art related to performance evaluation of
DAG-based DLs.

The first mathematical model of DAG-based ledgers has been introduced in [19] by S. Popov. The first assumption
made in this paper is that the arrival of new messages in the ledger is captured by a unique Poisson process. The second
assumption is about the delay observed by nodes regarding the state of the distributed ledger. The author assumes that
one central node/user maintains the record of the ledger and the rest of the nodes view the state of the ledger (and send
transactions to it) by requesting it to the central node. The communication delay is coming from the central server and
the other nodes. It is assumed to be the same for every node. Finally, the analysis of the stochastic process used to
captured the evolution of the distributed ledger is based on the conjecture that the number of unapproved transactions,
at the stationary rate, is not deviating excessively from its average value. The author justifies this conjecture through
simulation with homogeneous delays. It can be observed, in our simulations, that when the delays are heterogeneous,
this assumption is not satisfied anymore.

This initial work has reinforced the interest on finding mathematical models to capture the performances of DAG-
based ledgers. Among them, a lot of works have built on it, such as simulation-based works [12| [15] which try
to understand the performances of DAG-based ledgers by simulating the extended versions of the model proposed
in [19]. The impact of non-Poisson arrival rate has been also studied, from a mathematical point of view in [[13].
Note that all these works are assuming the existence of one central node which maintains the record of the ledger.
Moreover, the different theoretical analysis are always under the assumption that the number of unapproved messages,
at the stationary rate, is not deviating excessively from its average value. The paper [17] by Penzkofer et al. builds
on [19] to incorporate different delays in the system. They assume that multiple different classes of messages exist
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(data messages and value messages), resulting in different processing times implying different reception delays. The
authors again assume one central node/user maintains the record of the ledger. The different delays are coming from
the different classes of messages and not from the fact that nodes are maintaining local copies of distributed ledger,
and update their own copy by asking the neighbors the missing information. Moreover, to derive the mathematical
results, they assume the above mentioned conjecture to be true.

A new type of theoretical analysis, based on fluid limit approximations, has been proposed in [10}[11]]. In [10], the
authors prove that the evolution of unapproved messages can be captured, under heavy traffic, by delayed differential
equations. This model is even extended to a case where the strategy of selection of unapproved messages is not
uniform. In this case, the authors in [11] show that the stochastic process is converging to a partial differential
equation, still under a heavy traffic scenario. In this line of work, it is assumed that only one central node/user
maintains the record of the ledger. From a more practical perspective, a recent work [23] has proposed a simulator
framework for a multi-agent, DAG-based distributed ledgers with delays. In this work, no mathematical formulation
is suggested. Even more recently, in [22]], a mathematical model based on Markov Processes capturing the growth of
such DAG-based DLs was proposed. They do not consider, however, heterogeneous delays among nodes.

We finally would like to mention the different works that try to improve the algorithm behind the selection of
unapproved messages, regarding security [3 [1]], fairness [4] and by incorporating strategic agents [21]. Such works
are built on the previous mentioned mathematical models.

Our paper is extending the model proposed in [2] by Q. Bramas. In this paper, the author models the evolution of
the number of unapproved transactions using a discrete time Markov chain, with countable state-space. In this paper,
no delay is assumed (except the one produced by the discretization of the time) and only one node (or symmetric
nodes) is present in the system. The author has been able to prove that the Markov chain has a positive stationary
distribution. One main challenge in incorporating the heterogeneous delays is the fact that it is not possible to prove,
as in [2]], that the stochastic process is a Markov chain.

Of all those generalizations, to the best of our knowledge, no one has considered to model and to derive stability
properties of the evolution of the number of unapproved messages when the nodes are maintaining local copies of
distributed ledger and implying that heterogeneous delays are present in the system. Moreover a lot of the cited work
rely on a conjecture that the number of unapproved transactions, at the stationary rate, are not deviating excessively
from its average value, which has only been proved using simulation in homogeneous scenario.

2. Model

2.1. Mathematical Formulation

Let 7 :={1,2,..,1} be the set of nodes participating to the DL. We consider that the state of the DL is evolving on
a discrete time n € N,. We denote by C', the set of new messages sent into the system by node i at time n. Moreover,
let V! be the set of messages viewed as unapproved messages (tips) by node i at time n. We also denote by D, C Vi
the set of messages approved by node i at instant #. We assume that Vé = {0}, CB = D{) =0, forall i € I and that if a
set is negatively indexed then it is the null set. The evolution of the sets C},, D;, and V;, are captured by the following
equations:

i-1
Cho= sh+Lsh+2, o shtn), with s, = (= DO )+ > ry V> 1, (1)
jeT j=1
2r;
Df1 = U {ck}, with ¢, sampled uniformly (with replacement) from V,i, Vn > 1, 2)
k=1
Vi o= [|_| c{l_l_d_,,,.] U[ - UD;_I_d,._,.], Vn> 1, A3)
jer jer

where:

e forallie 7 and foralln € N,, r; >

1 is the number of new messages sent by node i;
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o d" €10,...,d"}, with d* € N, is the delay for node j to observe the new messages sent by node i. d’/ is also
capturing the delay of node j to observe the messages approved by node i.

In this model, we have chosen to provide a unique identifier to every message sent to the distributed ledger, which
explains (I). We assume that every node i, is creating r; new messages, at every instant n. The interpretation of the
evolutions of D and V! are more complex. At every instant 7, in a distributed ledger based on a DAG architecture, we
assume that every new message sent from node i validates two messages chosen uniformly, independently and with
replacement, in V:. Therefore it is possible that a message validates twice the same message in V.. It is also possible
that a message in V! is approved by more than one message from C’. This set of approved messages is therefore equal
to D', according to (2)). The messages in C', are tips (new messages in the system at time 7) and are thus waiting to be
approved. Node j is informed of the existence of this new set of unapproved messages after d// units of time starting
from n. Moreover, node j is also informed of the fact that messages in D!, should not be approved after d* units of
time starting from n. The last two points complete the explanation of (3]), where we have used notation | | to indicate
union of disjoint sets, and [ for union of possibly not disjoint sets.

For convenience, we also define C, (resp. D,) to be the set of messages generated (resp. approved) by all nodes at
time step n, i.e. C, := | liey C. (D, := | |;c; D). Please note that such sets do not correspond to the state seen by all
the nodes (i.e. there is no such global view in the distributed system), but they are convenient for deriving theoretical
results. Let Y, be the set of messages which are actually tips (i.e. transaction that have not received any validation) at
time n. It can be defined as

vo=Je-Up. nzo @)
t=0 t=0

It can be computed recursively as
Y, =C,u¥,—1 — Dy).

We are interested in the cardinality of the tips set at each time step, noted as X,, and defined as X, := |Y,|.For some
part of our work, we will require the following assumption about the system’s delays.

Assumption A: the system’s delays satisfies the triangle inequality i.e.: d*/ + d/* > d**, Vi, jk € I.

This assumption is satisfied if the nodes in the system perform a ’full gossip’ algorithm to propagate the state of
the distributed ledger. In a non-full gossip set-up, information from a node reaches another node through only one
possible way, that is, via the direct link between the two nodes. But in a full gossip set-up, there are multiple ways for
information to go between any two nodes. To be precise, let 7/ be the delay in the direct route from node i to j. We
define effective delay between any node i and j to be, for the full gossip set-up, to be equal to:

n
d = min{ Y iy = e = ), 5)
k=1

and in the non-full gossip set-up, d*/ = 7™/, It is easy to see from the above definition that system’s (effective) delay
satisfies the triangle inequality in the full gossip set-up.

2.2. Model’s discussion

In this section we highlight the strengths and limitations of our model. First of all, let us recall that the purpose of
the paper is to study the impact of delay on DAG-based DLs. As pointed out in Section[I.2] when delay is considered
in a limited way (one central node/user maintains the record of the ledger), the Tangle is stable (i.e. number of tips
and validation time remains bounded. See, for instance [21]]). In the remaining of the paper we prove that, under
a pretty realistic setting, non-divergence to infinity of the system can still be guaranteed. In that sense, one of the
main richness of our model is to consider delay between any pair of nodes, such delay can vary from one node to the
other. On the other hand, we consider constant values in our model, and we have not taken into account the effect of
resolving the proof-of-work. While making those delay random values would provide our model with more realism,
that is left for future work. However, please note that the constant values can be set at the worst case of delay between
two nodes.



Our model is based on a discrete time, where different tasks (messages sent, message validation) are performed in
a synchronised way. Still, the model can be enriched by considering asynchronous events. However, as we shall show
in Section 5] our theoretical results match quite well experimental results obtained in a real testbed. We conclude that
the impact of this model assumption on the results is minor.

Regarding tips selection algorithm, we have assumed that tips are selected in a uniform way and with replacement.
While, it is well understood that the IOTA protocol cannot force a node to use a particular tip selection algorithm,
it is a reasonable assumption that in the absence of malicious actors, nodes behaves well (i.e. respect protocols and
conventions). In addition, for such scenarios, it has been shown in the literature that uniform random tip selection
minimizes the time until first approval of transactions, with respect to other algorithms such as a random walk [[12].
Other proposals exist in the literature, as the one in [20], where tips are weighted before uniform selection, which
ultimately is claimed to incentive node participation in ledger’s maintenance tasks. When it comes to modelling the
behaviour of the system, it is common to assume a simple solution such as in [2] and in the present work. Uniform
random selection with replacement is also a lightweight solution for nodes, making it a reasonable assumption for real
implementations.

Message issuing dynamics is also a relevant model parameter. While it is classical in the literature to consider
random time between messages, in particular exponential distributed interarrival time between messages, our model
focuses on the amount of messages sent at each time interval, and considers constant values. While it could be
interesting to extend results to rate varying as a function of time, our assumption is classical in implemented solutions.
As with delay parameter, these constant values can be seen as worst case.

Finally, throughout the paper we focus on the evolution and number of tips (unapproved messages) as a perfor-
mance metric. In particular, we focus on its boundedness in expectation. Tips can be measured directly from any
simulation or implementation, and have been related to the average approval time of a transaction [13]]. While more
complex measurements could be defined, such as the final time (time when a transaction is consider definitively at-
tached to the tangle) there is no consensus in the literature on how a node can determine such metric in a completely
distributed way.

3. General case: finite bound over the expectation of the cardinality of the views set and the tips set

This section is dedicated to our first main result. We derive a finite upper bound on the average number of tips
and a finite upper bound on the average number of messages viewed by a node as tips (cardinality of the view sets),
for every node, at every instant. Such results show that DAG-based distributed ledgers do not diverge, even in the
presence of delays. These analytical results are valid for the general case, that is, when the system has more than one
node. The section is organized as follows: we first introduce the recursions on the tips sets and the view sets, and we
then compute the upper bound of such quantities. Numerical validation and comparison with state-of-the-art results
are addressed in Section[5] The proof of most of the results are presented in Appendix The proofs derived in this
section are mainly based on the recursion shown in proposition [I] and are not based on classical tools from stochastic
processes. It is interesting to note, that an alternate upper bound can also be derived using stochastic processes tools,
using assumptions such as bounded increments and negative drift. In addition, for such proof Assumption A is not
needed. The reader is referred to Appendix [7.3]for such results.

Let us now recall that C!, (resp. D!) is the set of messages created (resp. approved) by node i at instant n. As
before, we use C, = UierC! , D, = Uier D', x, = E[X,],v), = E[|V!|] as shorthand notations. Note that the above
expectations are only conditioned with respect to the initial condition of the system (V; = {0}, C;; = D, = 0).

Proposition 1. We assume that V|, = {0}, C}, = Dj, = 0, for all i € I. If assumption A is satisfied, for every i and every
n, we have the different recursions:

. " m 1
Vi, < Z Z rj l_[ 1_[ (1- m)m

jeI m=dii+1 =1 ke{klm—d*i>1>di*}

N

m=0 jeI =1 ieliel|l>d} n—m+l
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where a = max; r; + 1.
Proof. The proof is available in the Appendix O

We now show the existence of an upper bound on the iterates introduced in proposition|l} Recall d* = max; ; d
is the maximum delay and r = }}; r; is total rate of the system.

Theorem 1. If assumption A is satisfied and if we assume that Vé = {0}, Cf) = Df) =0, forall i € T then the X,,,|V|
are bounded in expectation for every n and i. That is,

. 3r r . .
an3rd'+?+a+l+E, V;SB, Vi, n,
where B = 4rd* + 2r + a + 1, and a = max; r; + 1.

Proof. We first prove the bound on vf{ and then on x;. The proof for the bound of vf{ is based on an induction argument.

View iterates bound: As mentioned above, we prove that vf< < B by using an induction argument. The initialization is

' . , 2 .
trivial. We assume that v, < B for all i € I and k < n. We need to prove v/ | < 2rd" + % < B, forall i. Let
b:=(1- . Using the recursion in proposition

n m
N | R N R et

jeI m=dii+1 1=l ke{klm—d%i>I>dik) n—m+l

1 2
B+a+1)

n m
7 . . i .
< Z Z r; 1—[ 1_[ b, (using assumption v, < B, Vi, k < n)
jel m=dii+1 1=l ke{km—d% >I>dik}
n m
. Tk
< r; 1_[ b
jer m=1  I=1 ke{klm—dki>1>di*)
The last term can be rewritten as:
2d* m n m
D031 1l 1 B VRN [ B B
jer m=1 I=1 ke{klm—dki>1>dik} m=2d*+1 I=1 ke{klm—dki>1>di*}

<1

implying

Vi <2rd* + Z r; Zn: ﬁ l_[ b'*

jeI  m=2d"+1 I=1  ke{klm—d~i>1>di*)

n d* m—d*—1
e o | N RS R N
JjeI  m=2d*+1 I=1  ke{klm—dbi>1>dik) I=d*+1 re{klm — s 1> dj,k}
<1 =T
m n m—d*—1
A1 1 ey 3w
I=m—d*  kelklm—dti>I>dik) JeI  m=2d*+1 I=d"+1
<1
= . B+a+1)? ,
L2rd* +r Z P20 < [2rd* + ¥], (using lemmal3)).
ST 2B+a+1-r)

We can conclude the first part of the proof using Lemma 4]



Tips iterates bound: From Proposition l using the fact that vk < B we have

m m

we) ynl| | a-Ge—rmy +a+12"<ZZwﬂ []

m=0 jeI  I=1 ie(iel|l>d} n—m m=0 jeI =1 ie(iel|l>d*)
ds—1 m
SAONTININEDS ﬂ [ &
jer m=0 I=1 jelieI|l>dH} m=dx I=1 ie{icI|l>d}}

<1
<Zr[d*+2ﬂ 1w 11 1 o
jer m=dx I=1 jeliel|l>d} I=d++1 ie{iel|l>d’}

The fact that ]—[;1:*1 [Ticticrysaiy b < 1 is then implying:

m

Xn Ser[d* + znl l_[ 1_[ bl

jer m=dx* l=d*+1 . {l c Ill > d]l}
~————
=T
=dd'+ Y [ #1  <ra+ Y]] 1
m=dx [=dx+1 m=dx |=d*+1
B+a+1)?
<rld* + — b’] <rld + %] (using lemma [3)
y (B+a+1)? . 5 r .
=rd*+ ———————— <4rd"+ — + 1 + L .
T Y Brar1-pn -4 T 1o (using Lemmal3)
The last inequality concludes our proof. U

Lemma 1. For all i and for all n > max; ; d™ + 2 the view set and tips are lower bounded as follows:

Vi| > Z ri=r. Vi, X, > Z r,-(mjind"f +1).
j i

Proof. From the definition (3]), we have

Vi= WerCl o] Vi = UerDl ) = Uil eV = Z ICI il = D i < Vil
J
n > max; ;d"/ + 2 ensures that the indices n — 1 — d*/ in the above equations are positive, which concludes the proof
for V!. Regarding the tips lower bound. We can observe that

YnanJC,—OD,, n>0.
=0 =0

Notice that if ¢ € C?, then ¢ ¢ D! Nk <m+d+1, implying that ¢ ¢ Dy, Yk < m + min; d"/ + 1. Therefore Yc € C',,
¥Ym >n—min;d" + 1, ¢ € Y, and the result follows. O

As the proof suggest, the above bounds are loose. For the interested reader, we point out the weaknesses in the
proof. In the views recursion (3): we split summation over m into two terms (i.e Zm 0+ 2meog-+1 - We can improve
the bound on the first term, if we analyze terms inside the sum node by node. For the sake of simplicity, we have
assumed that the distributed ledger, at instant 0, only contains one tip (Vé = {O},Cé = Dg = (). However, this
condition is not as restrictive as it seems and the above results hold for any initial condition. That is, iterates remains
bounded in expectation for all initial conditions. Of course, the exact bound will change. Note also that if we start
with any tips less than B, then above results and their proofs hold without any change. We illustrate this different
remarks in Section



4. One-node case: stationary probability distribution of the number of tips

The mathematical analysis of the previous section was about deriving properties of the average evolution of X,
without using tools from stochastic processes such as Markov chain or the theory of martingales. In this section, we
demonstrate that it is possible, when there is only one node in the distributed ledger, to cast the evolution of X, as the
evolution of a specific Markov chain with a countable state space. We first derive a general formula for the expected
number of tips, at time n with respect to the appropriate o-field. Then we show that for the one node case, using the
Foster Theorem, the studied Markov chain is ergodic, admits a unique stationary probability distribution and that the
stationary probability distribution has an exponential tail. Note that in the one-node case, there are no delays related
to the underlying peer-to-peer network, delays account mostly for validation delay.

First, for every S € P(J1), where P(7) is the power set of 7, we define the disjoint partition E,(S) of ¥,,_; as:

E(S):={seY, \lseV,.VieS.s¢ Vi Vj¢S.ijeT]. ()

E,(S) can be interpreted as the set of messages in Y,,_; that are only visible to nodes in §. We can observe that E,,(-)
satisfies the following recursion relations:

1
Ex(S) = [ﬂ v;;) ()= | Ea(8), En(D) = {ﬂ V] () (Yacr) and E,0) = Y,y = | Vi
i=1

€S SCS’ i€l
For every n, let ¥, = o(C ’ Df(, k <n—1,i € I) be the o-field which encodes the information available at time 7.

In the next proposition, we characterize the expected number of tips with respect to 7,,.

Proposition 2. [f the distributed ledger is only having a single node I = {1}, with a sending rate r and a delay d then
the expected number of tips at instant n, with respect to F, is equal to:

1

n—d—1

E[XulFn] = (d + Dr + (X, —dr)(1 - ). (7

Moreover, for |I| > 1, the expected number of tips at instant n, with respect to T, is equal to:

1

LX) = Yt Y IS 0 - oo™ ®)

i=1 SeP(I) ieS
Proof. The first part of the proof is dedicated to the proof of (8). Then the second part is simply an application of (8)

to the one node case.

Proof of (8): We start by rewriting @) as ¥, = C,||(Y,-1 — D,). From the definition of (), we have X, =
|Chl + Y1 — Dy| = Zle r; + |Y,—1 — D,|. Let s be a message in Y,_; , the probability of s € Y, is the same as
the probability of s not belonging to any D!. We get,

X, = in-‘r Z 1(s ¢ OD;).
i=1 i=1

s€Y,1

Recall the creation of Dil, all nodes act independently, therefore

X, = irﬁ- > [ [as e D).
i=1

se€Y,_1 i€l

Let 7, = o(Ci, D;{Ik <n-1,i € I) be the o-algebra which encodes the information available at time n. Using the
linearity of the expectation, we get

1

EXIF] =Y i+ > [ [Ptse D).

i=1 seY,_| iel

9



Moreover, using the disjoint partition {£,(S )} of Y,_|, we obtain:

X7 =D i+ > > [[Pts¢Di.

i=1 SeP(I) s€E,(S) iel

~

Observe that s € E,(S) can’t belong to Di, for i ¢ S because s is only viewed by nodes in S (in the sense that
s ¢ V,’l, Vi¢S,s e E,(S)). If anode can’t view a tip, it can’t attach its messages to it. If s € V,"l, then the event s ¢ Dfl
has the same probability of non-selection of a particular tip, uniformly, and 2r; (independently and with replacement)
in Vi Therefore we have:

if s¢Vi

) 1
P(S ¢ Dn) = { )2h lf seV

(1 - |Vl

Recall that if s € E,(S) implies s € Vi,Vi€ S, and s ¢ V,{, Vj¢S. Wehave

1

EXF1= >+ > > [ ]a |v'

i=1 SeP(T) s€EL(S) ieS

The last equality concludes the first part of the proof.

Proof of ([1): Recall from (T)), @) and (@) that
—d n—

1 1
- U C - U D, Y,,:Uc,— D, C,={(n—Dr+1,(n—Dr+2,..,nr}
=0

=0 =0 t=0

n— -d n n

The relation V,, = Y, is direct from the previous definitions. In this case there are only two subsets of 7 namely
0 and {1}. Let E,(0), E,({1}) be the disjoint partition of ¥,_; according to (6). F, = o(Xilk < n) is the sigma algebra
which contains all the information till time n. Equation (8) gives us

BTl =+ ) IESI] |-
SeP(I) icS
From above discussion, we get

E[X,|F0] = r +|E, (0)|]—[(1-

i€ |

4+ |E 1——
=) + ({1 >|]_[< AL

Using the convention that [] over null set is 1, it simplifies to

E[X,F0] = r +|E, ()] + |E,({1DI(1 - I7|

We now compute |E,(0)| and |E, ({1})|. Recall that E, (@) is the set of tips in Y,—; which node 1 has not seen at time n,
in other words:

n—1-d n—1-d

E,(0) =Y, 1 -V, -(Uc, UD»—(UC; UD;)—UCt=>|E<0)|—Z|Ct dr.

t=n—d t=n—d

Since, |E,(0)| and |E, ({1})] are disjoint partition sets of Y,,_p,
|E,({ID] = [Yyo1] = [En(0)] = |Xp—1| = dr.

Hence the (7)) has been proved. O
10



In the case of one node, we have a stochastic process {X,,n > 0} which satisfies the recursion (7). Observe that
X, depends on X,,_; and X,,_4_;. To convert the above stochastic process into a standard Markov chain, we consider a
new state space Z, := (X,, Xy—1, ..., Xp—q)" . We define the following set:

A= {(x0, ,x)IP (X, = x0, -+ , Xp—a = x0)|Xo = r(d + 1)) > 0, for some n > 0},

where as a convention, negatively indexed variable X,,,m < 0 shall denote X,. We restrict the Markov chain to the
set A to make sure that all the states are visited infinitely often. We also fix Xy = r(d + 1) because, if we start from
x < r(d + 1) tips, the distributed ledger never returns to x tips again. From structure of the problem we know that our
Markov chain makes bounded jump i.e |X,;; — X,,| < r,Vn. It is then clear from the bounded jumps and the lower
bound of the Markov chain {X,, n > 0} that

A CA(xo, -+, x)lx; = (d + Dr,|x; — xipq| < 1, Vi)
Let g : A X A — R be the transition kernel of Markov chain {Z,,n > 0}, defined as
q(Zn+l — 2|Zn — Z) — p(21|zl,zn+d+l)5(zl — 22)6(Z2 — 23) . .5(and71 — 2}176[),

where 7,2 € A and a* denotes the k" coordinate of a € A. The second main result of our paper is the following
theorem.

Theorem 2. The Markov chain {Z,} satisfies the following properties:

1. Let f : A — R be a non-negative Lyanpunov function, defined as the projection on first coordinate, i.e.
fZ):=Z". LetA:={Z¢€ AIZH < 4dr + 2r), where Z% denotes the (d + 1)-th component of vector Z, be a
finite subset of A and F, 1= 0(Z, k < n) = 0(Xy, k < n) be a sigma algebra containing all information until
time n. There exists € > 0 such that for any n,

ELf(Zne1) = f(Z)IFal < —€, VZ, ¢ A,

and
Elf(ZpDIFu] < o0, VZ,€A, suplf(Zu1) — f(Z)I < 1.

2. The Markov chain {Z,,n > 0} is irreducible and aperiodic.

3. The Markov chain {Z,,n > 0} is ergodic. This is implying that the Markov Chain admits a unique stationary
probability distribution, denoted a.
4. There exists C3,83 > 0 such that a(z) < C3eP/@ Yz e A.

Proof. We prove each property separately.
(1)Let Z, ¢ A then

from 1
ELf(Zus1) = FZIF] = ElX1 = XIF] ' n0 (d+ Dr+ (X, —dr)(1- X—)Z’ - X

n—d
inclusion—exclusion 2 2r—1 2 X, — d 2r—1 X, — d
A D+ (X - drl] - = +r(r—2)]—xn=r[1— X, —dn) , @r= IX _ L
Xn—d (Xn—d) Xn—d (Xn—d)
2(X,—q —2d 2r- DX, —d
<1 — 2Hnma = 2d0) | Qr= 1 - D1 (from X, = X,y — dr)
Xn—d (Xn—d)

4d 2r—-1) (X, -d
g M QDX —dn)

Xn—d (Xn—d) (Xn—d)

4d 2r—1
<=1+ 270 (from X, < X,y + dF)

Xn-da Xn-da

4 2r—1
<r[-1+ dr+—r] (Z, ¢ A therefore Z,‘f” = X,_q = 4dr +2r)

4dr + 2r

T
4dr+2r

11



By taking € equal =/=- we obtain the first part. The second part is trivial from the fact that our Markov chain has

> 4dr+2r
bounded jump.

(2) We first prove the irreducibility of the Markov chain and then we focus on the aperiodicity.

Irreducibility: By definition, all the states of A can be reached from the target state z’ = ((d + D)r,--- ,(d + 1)r)) € A.
To prove the irreducibility of the Markov chain {Z,,n > 0}, it is enough to prove that it is possible to reach a target z’
from any state z € A, that is, there exists n(z) > 0,z € A

P(Zuy =7120 =2) > 0, Yz e A.

Here, we illustrate a way to reach the target state 7' from any state z € A. The key ideas are : a) r(d+1) is the minimum
of tips possible in the system. And if the system maintains it for consecutive d + 1 time, then the Markov chain reaches
state z’. b) Now, no matter in which state system is, if it starts decreasing tips then the state z’ shall be reached. c)
To do that, D, must choose its parents from Y, N V,;; (maximum distinct parents as possible). Indeed, by a simple
manipulation of sets, we get

Yorr = (U2 10 COU Yy N Vot = Dust)s Your = (UFL, 4o €O U (Y 0 Vi)

where Y, NV, = UZ;ng = Ui_oDr. Observe that |V, = [(U}_,_,, . COl+ X, N V)l = rd + (Y, N Vi)l 2 r(d + 1),
implies |(Yn N Vn+1)| > r. And |Yn+1| = |(I_|Z:rlt—d+lck)| + |(Yn N Vn+1| - |(Yn N Vn+1 N Dn+1)| = V(d + 1) + |(Yn N

Vel = (Y, N V1 N Dyyy)l. Recall, D,y is chooses 2r messeages from V,,..;. So, we allow D,,. to choose as many
(min(2r, |(Y,, N V,41])) distinct parents possible from Y,, N V1. So, Y] < |Vu| if [Y,| > #(d + 1), and |Y,41| = |Y,| if
|Y,| = r(d + 1). This concludes the proof. Hence, the irreducibility is established.

Aperiodicity: We turn our attention to the proof of aperiodicity. Let 7’ € A be the initial state as defined above.
Let Z, = 7/, this implies that ¥,, = U”;‘ka. Note that V,,; = C,—g4, therefore there is a non-zero probability that
D,+1 = Cy—y. Therefore we have P(Z,,| = Z'|Z, = z’) > 0. We had already established that 7’ is reachable from every
state in A. Combining these two facts, we immediately get that every state in A must have a period of 1.

(3) We have already proved the all the conditions from Theorem 2.2.3 in [9], therefore the ergodicity is established.
In our case, the ergodicity means that every state is positive recurrent (by definition) which implies the existence of a
unique stationary probability distribution 7 (Theorem 5.5.12 in [7]).

(4) This type of result is not surprising for this type of systems. Much stronger results exist for much general systems,
for example see [9]], especially chapter 7. It can be proved using techniques from [9]. 0

We end this section with a example extending the one-node case to the multiple-node case, under specific delay
conditions.

Example 1. (Multiple nodes with equal delay) In a I-node system, if the delay is constant, that is D'/ = d, Vi, j, then
the system behaves like a one-node system with rate Y.; r; and delay d.

Proof. In this setting, V,i =Y, _qforallie I, Ef =dY,;ri, E,;T =Y, —-dY,;r,and E;,T =0 VS ePd),S +0,1.
Using these facts in lemma 8] we get the following recursion:

_ L s
E[X,|F] = (d + 1>Zn + (X —dZn)(l “xE

which is the same as the recursion for one node with rate ) ; 7; and delay d system.

5. Empirical validation

To validate our mathematical model we rely on two approaches: (1) the simulation of the model and (2) an exper-
imental testbed of IOTA Tangle nodes where we apply network delays. In this section, we describe both approaches
and we compare their results regarding the amount of concurrent tips (tipsCount) through time. Also, we compare our
work with existing results in the literature.
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(a) Tips count (X)) as a function of time, with initial conditions at zero

values. Parameters of Monte Carlo simulations: r = 1,1 = 3, d* =8 and
d"' = 1. 500 simulations

Tips View of node 1

3 %
€ 20 € 20
3 =3
= =
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54 54
o —— Mean trajectory o —— Mean trajectory
0 250 500 750 1000 1250 1500 1750 2000 0 250 500 750 1000 1250 1500 1750 2000
time time

(b) Tips count (X,) as a function of time. Each run starts from random (c) View count for node 1 (|V!|) as a function of time. Each run starts from
initial conditions. random initial conditions.

Figure 2: Monte Carlo simulations: Parameters: r = 1, I = 3,vd"/ = 8 and @ = 1. 500 simulations and different initial conditions. The system is
shown to be stable, and the effect of initial conditions negligible.

5.1. Stochastic model simulation

We have implemented the stochastic process captured by (T)), (@) and (@). Our code was developed in Python and
regular data manipulation tools, and it is available at [Removed for blind-review]. We now summarize some numerical
findings, for illustrative purposes, as well as for providing more insight on the dynamics of the simulation system.

We first evaluate results with a 3-node network (I = 3), with delay equal to eight units of time between different
nodes (d*/ = 8 Vi, j € I,i # j) and equal to one unit within the same node (¢’ = 1 Vi € I). We have considered
different initial conditions, and run each simulation scenario 500 times.

Figureconsiders initial conditions at zero values (V(g = {0}, Cé = Df) = (). We can first observe that, as claimed
by our results, the number of tips remains bounded. Moreover, the trajectories do not deviate too much form the mean
value.

We then analyze the impact of the initial conditions by randomly setting them at each run. Figure [2b]and Figure
show the number of tips and views, respectively. We can observe how the effect of the initial conditions vanishes
out as the system converges.

Figure [3] shows simulation results for a 3-node network compared against results in the literature for different
delay values. We first consider a scenario with a delay between different nodes equal to one unit, and no delay within
each node itself. This makes it possible to compare the results with the proposals made by Popov in [21]] and by
Bramas in [2]. Indeed, Bramas considers no delay other than that one imposed by time discretization (so one unit),
finding E[X,] ~ 1.26r. While Popov’s continuous time model considers an homogeneous constant value for delay
between any node in the network (say d*), finding that E[X,,] = 2rd*. Figure [3a] shows results obtained for our model

13
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(a) Tips count for delay equal to one for every node. (d;; = 1Vi,j € I).
Our results agree with the literature’s.

Node wise View Tips
&0 — node 0 80 — 126r
node 1 2rd*
o — node 2 70 —— 2 rdmean
(o) — 1261 [oh) — tips
2rd*
. 50 —— 2 rdmean . 50
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(b) Views (left) and Tips (right) count for delay equal to 8 between every node (d;; = 8 Vi, j € I) and equal to 1 within same node (d" =1, Vi € I). The model not
taking into account delay [2]] underestimates the number of tips, while the model considering the same maximum communication delay for all nodes [21]] overestimates
it.

Figure 3: Comparison with State-of-the-Art results for different values of delay. As expected, results match when delay is equal to one unit.

and for such models of the literature. We can observe that our model perfectly matches the model in [2], which
is not surprising since our model is an extension of theirs. Naturally, the continuous time model proposed in [21]]
provides a slightly higher bound as the formula differs from Bramas’ just in a multiplicative constant greater than 1.
The difference with Popov’s model can, however, be intrinsic to the different settings (continuous vs discrete time).
Figure [3b] considers a case with delay between different nodes equal to 8 units. We observe that Bramas’ model
underestimates the number of tips, while Popov’s model provides a higher bound.

5.2. Comparison with testbed results

To validate our model against a Tangle ledger, we use a network of virtualised Goshimmer nodes (the in-development
decentralised version of IOTA) relying on docker containers. Also, we set up network delay on each node using a
network emulator for docker containers (https://alexei-led.github.io/post/pumba_docker_netem/). This
network emulator is based on the Linux stack of tools, such as tc. This means the applied delay concerns the out-
bound traffic on each node’s network interface. Our network of Goshimmer nodes is composed of up to eight similar
containers, each of them has exclusively assigned two CPU cores of a Intel Xeon @ 2.4Ghz CPU. The data and code
to analyse these tests can be found at the same URL listed above in Section 5.1}

The differences between the model implementation and the tangle testbed are the following: (1) The implemented
simulation does not execute any proof-of-work to attach new messages. (2) In the simulation there is neither message
handling nor related overhead produced by network packet processing in the operating system. This means that, apart
from the applied delay, the time needed to attach a new message in the simulated DL is negligible. Also, (3) for
convenience, we have run the simulation code on personal workstations instead of on the same machine hosting the
tangle testbed, implying that the computing resources are different.
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Figure 4: Number of concurrent tips versus time, according to Model simulation (left) and Tangle testbed (right)

nb_of nodes pow mpm delay_time median TB variance TB median simulation variance simulation

8 10 600 100 6.0 3.500 9.0 1.236
8 10 600 200 21.0 10.095 37.0 5.810
8 10 600 400 33.0 21.211 63.0 13.611
8 10 600 800 101.0 55.822 110.0 21.449

Table 1: Median and variance of tip counts produced by the tangle testbed (TB) and our model simulation

For comparison’s sake, we run the simulated model and testbed experiments using comparable parameters. We
consider a setup of five nodes and 500ms node-to-node delay. In order to have similar number of messages being
attached to the DL, we set the rate, in the simulation, to 600 messages per minute (MPM), and no Proof-of-Work
difficulty (powd), while in the testbed we set rate to 800 MPM and powd to 10 (in a range from 0 to 22 with increasing
difficulty. Figure ] shows the resulting tip count through time, as seen by each node, in the simulation (left) and in
the testbed (right). Results show that, despite the aforementioned differences between the implemented model and the
testbed, we have been able to find a testbed setup that produces results quite similar to simulation results.

We then run different scenarios namely different delay values across the pair of nodes. To control the number of
variables in the experiment, we have arbitrarily fixed rate to 600 MPM, and powd to 10. We consider 8 nodes.Same
values were used to run the simulation of the implemented model. Results are shown in Table [T} Once again we
observe that results of simulation and testbed quite match.

6. Conclusion

In this paper, we proposed a new mathematical model for capturing the behavior of DAG-based DL under the
presence of heterogeneous delays between nodes. The first main result, derived through two alternative methods,
(manipulating stochastic sets of messages and a drift-based analysis) proved the existence of an upper bound on the
expected number of tips and on the expected number of messages seen as tips by each node (named views in this
paper). Moreover, we were able to deduce an upper bound on such quantities. The second main result is regarding the
one-node case with validation delay, and for the multiple-node case with same delay value for all pairs of nodes. We
proved that the evolution of the number of tips (resp. views) can be captured by a Markov chain with a countable state
space. Moreover, we showed that the chain is ergodic, aperiodic and irreducible, implying in this case that the Markov
Chain admits a unique stationary probability distribution and this distribution has an exponential tail. We have finally
made extensive simulations to verify our results and we also observe that analytical results are in very good agreement
with experimental results obtained from our running testbed. The natural extensions of this work are to incorporate
random delays and study different regimes (such as the mean-field regime).
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7. Appendix

7.1.

Technical lemmas

We present the technical lemmas used in this paper along with the different proofs.

Lemma 2. Foreveryn > 1 and0 < x < 1, following holds:

(1-x)"> Z(—l)kc;;x", ifm is odd,
k=0

(1-x"< Z(—l)kCZxk, if m is even.
k=0

Proof. Consider Ay, A, - ,A, be independent events such that

P(Ay) = x, Vk.
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Let Sy := 1<k <ky<eshy<n PAx, N+ NAg ) = Cpx™, and B := P(UgA;) = 1 — (1 —x)". From Bonferroni inequalities,
we have the following:

P(UAp) < Z(—l)k—lsk, if m is odd,
k=1

m

P(UAy) > Z(-l)"*ls . ifmis even.
k=1
implying that:

(I=x"> 1+ Y =Dfepd = Y =Dfept,  ifmis odd,
k=1 k=0

(1-x"<1+ Z(—l)kc,'; = Z(—l)kc;;xk, if m is even.
k=1 k=0

O
o)
Lemma 3. The following inequality holds for all x > 0, and all positive integer r, T < .
1-(1-2%  2r(x—r)
Proof. We have the following succession of inequalities:
1 1 nin-Da* .
< . from (1 —a)" £1-na+ ————) using Lemma
== 7 1-(1- 2+ 0D (- 7 ) uine 2
x? x?
—, <—.
rQ2x—-2r+1) 2r(x —r)

O

Lemmad. [fB=2s+2r+a+ 1thens+05B+a+ D2/(B+a+1-r)<B.

Proof. First let us study the inequality ¢ + z(j—:r) < x. Note that if x > r then we have:

2
t+ Sx@xz—Z(r+t)x+2rt20.
2(x=r)
This implies, x < x_ or x > x,, with x, = (r+1)% /1, + 2. The largest root is x, < 2(r+1). So, the previous inequality
2

is satisfied for all x > 2(r + t). Secondly, remember that we want to solve s + zgg:fa”—j:i)_r) < B which is equivalent to

s+a+1+ ngig—illfr) < B+ a+ 1. By simply using the previous result with x = B+a+ 1 and f = s + a + 1, we obtain

the desired result. O

Lemma 5. For B = 4rd* + 2r + a + 1 the following holds,

B 1)2
Btatl) s3rd*+2+a+1+

.
g —orer )y .
" Y Bra+i-n 2 d-

Proof. We simply need to find an upper bound on g;f_:rll_)i). We have

B+a+1? (B+a+1l-r+rn* B+a+1-r*+n+2r(B+a+1-7r)

(B+a+1-r) (B+a+1-r) (B+a+1-r)

12 B+a+1+r+ 12
_ = a r S —
(B+a+1-7) Bra+l-r

)
@rd*+2r+a+1+a+1-r)

=B+a+1-r)+2r+

=4rd" +3r+2a+2+

(plugging the value of B)

<4rd* +3r+2a+2+

i
ad+
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We have all the elements to derive the upper bound and conclude the proof. O
Lemma 6. Forall j,k € I and T € N, we define
» 1= Ly ifr > @ik
fitwy =TT T
1 ift < d™*.
Ifv > maxy ry + 1, then the function f,j’k(v) is strictly increasing and concave in v for T > d*k,.

Proof. Observe that it is enough to show that the g(v) := (1 — %)2’/ is strictly increasing and concave for v > r’ + 1.
Note that g’(v) = %(1 - %)2”" > 0, implying that the function g(v) is strictly increasing in v > 1 and thus in
v > maxy r; + 1 . Moreover, we have that

4 1, 2r2r -1 1, 4 1,
g = ——=(1- 4 #(1 — 2= T S 405 <0,
v v % v % v
where the last inequality implies that g(v) is concave in v > maxy ry + 1. O

7.2. Tips and views recursion

This section is dedicated to the proof of Proposition [I| First, we introduce some definitions. Hf, = {k, D]l <
n—d* i ke I, n e N}is the set of tuples (k, [) such that D’; and Cf are seen by node i at time n. We also define the
set A == {(i,Dlie 7,1 e N,m+ 1 <[ < n-— 1}. Before starting the proof of Proposition we first need to prove the
following lemma.

Lemma 7. If assumption A is satisfied then:

1. Foralli,je I, m,l €N we have

ElIVjllc ¢ Uier U,y Dc € Chl <E[VlI + 1 ©)
2. If there exist the following finite sequence (k;, s;) € Hlsi’:l', V1<t<T,then
(ki,s;) € H®,V1 <t < T, and HS C H*,Y(K',s') € H". (10)
3. Foralll > m, ' ‘
P(c" € Vf|c ¢ Utnsyert D € € C) = P’ € Vile & Uugear Dt c € Ci). (11)

4. For all H such that H]k NAT C HN A}, the following holds
P(¢’ € Vi|e @ Upger Dy c € Ch) = P(c” € Vf]e ¢ U genDls ¢ € Ciy). (12)
5. If (k,1) € H', then

ENVAlle ¢ UL Unetuts<n—d,y D" c € CR1 < E[VEI + 1, ¢ € C),. (13)

§

Proof. We prove the different points successively.

(1) Using the linearity of the expectation, we first expand the expectation as:

E[IVi[] = Z P(c’ € V))=P(ceV)+ Z P(c € V),
c ctc T~
termy

and the conditional expectation as:

EllV{lle ¢ Uier U,y Dy c € Clll = > P € Vjle ¢ Uier U,y Dy € C)
2

=P(c € Vil ¢ Uier Uy, Disc € Ch) + D P(¢ € Vile ¢ Uier UL, D, c € Ch).

c'#c

termy
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We now focus on the different individual terms and prove that:
P(c' e V)2 P(c' € Vile ¢ Uer U Di,ceCl), V¢ #c.

The right-hand side of the previous equation is equal to the probability of survival of the message ¢’ # ¢ in the view
set of node 7 at time /, conditioned on the event that the message c has not been approved until time / — 1 by any node.
Note that all the other messages in Vli except ¢, have slightly more (or same but not less) chances of being approved,
when no information is given about the status of ¢, compared to the case where it is known that the message ¢ has
not been approved yet. Indeed, in the last case, the number of available tips is increasing and the incoming messages
looking for tips to attach is remaining the same. This observation leads to the desired inequality. We now can finish
the proof of (/) by observing that:

EllV]llc & Uier Uz Dy ¢ € Cil =P(c € Vile & Uier UL,y Dic € Ch) + Y P’ € Vile ¢ Uier UL, D, c € Ch)

c'#c

termy

<P(c € Vil ¢ Uier Uy, Disc € Ch) + D P(c € V))

c’#c
term)

=P(c e Vilc g Uer UL . DL ce Ch)—P(ce VI)+EVi]]

<1

<E[Vil+1=v+1.

(2) From the definition of H¥"!, we have s; < s,_; — d**~1. By using a telescoping sum argument, s, < s, — d*“*-!
implies that sp < so — Zszl d**-1 Using Assumption A, we can then deduce that s < so — d*7**. We can conclude
that (k7, s7) € Hfg The second statement is direct from the first part.

(3) An event (C’;, D’;) affects the view V,i of node i at time / only if, there exist a finite sequence such that (k;, s;) € H’S‘jj]‘,
V1 <t < T, where (kr, s;) = (k, s) and (ko, s0) = (i,]). Indeed, If (C¥, D¥) has to affect V! directly then it has to be in
its view, that is (k, s) € Hli. Or (Cﬂ?, D’;) can affect a node k; at time s; directly (i.e (k, s) € Hfll), given that (ky, s1) is
in the view of node i at time [ (i,e (k, s) € Hl’ ). This can go on till time 0, hence a finite sequence suffices. Finally,
equation (T0) says that all the tuples (k, s) (node k at time s) that can affect V; (directly or indirectly) lye inside H; .
Hence if (k, s) € H, then it is irrelevant for the view V}. That is, event ¢’ € V| given ¢ ¢ U, HIkD‘S" is independent
of the event "¢ ¢ DX given ¢ ¢ U(u“y)EH;(D?, for all (k, s) ¢ H; . And we know that, P(A|B) = P(A), if the events A and B
are independent. So, we have

P(c’ € Vilc ¢ U(u’s)erD?,C & UupeaDly, c € Cly=P( € Vile ¢ U(u’s)erD‘;,C eCl), VANH, =0.

In addition if a message is created at time m (i.e ¢ € C; ,{1), then ¢ ¢ D; for all s < m. This happens with probability
1, and conditioning on such events doesn’t change anything, that is P(A|B) = P(A) if P(B) = 1. We have

) . ) .
P(c" € Vf|c & U e Disc € Ch) = P(¢ € Vf|c ¢ Utwetitnar Dy ¢ € Ciy
j

asP(c ¢ Uus)ehing A}n)pD?Ic € C;,) = 1, where A° complement of A.

(4) Note that H has more information than H;‘ N AJ', however the extra information that doesn’t affect Vlk directly
nor indirectly, therefore using (IT)) we have

P(c' € Vf|c ¢ Uy gem Dy c € Cr) = P(¢ € Vf]e & U gen DY, c € Cpy).
(5) We have (k,1) € H!, therefore H¥ C H;, from (T0). This implies

Hf NA] C H NA}. (14)
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Moreover, we have
ENVHlle ¢ U | Uketuts<n—d,y D", ¢ € Chl = E[V¥c ¢ Utserjrap Dl ¢ € Cl],  (by definition)
= E[IVllc € Uy gemrar Dl c € Chl,  (using (@) and (12))
= E[IVfllc € Uu.gean D", c € Chl, (from (TT))
<Vi+ 1. (from @)
The last inequality concludes our proof. O
We have all the elements to prove Proposition[I] We restate the proposition below to help the reader.

Proposition 3. We assume that Vé = {0}, Cé = Df) =0, foralli e I. If assumption A is satisfied, for every i and every
n, we have the difference inclusions:

n m
w3 Sl ] -

m=0 jeI =1 ieliel|l>d} n—m+l
and
n m 1
i 2ry
e rjl_[ ]_[ (l_v" +a+1) ’
JjeI m=dii+1 =1 kelklm—dbi>I>dik) I

where a = max; r; + 1.

Proof. In this proof, we prove the recursion on x,, (tips recursion) and then v/, (views recursion).

Tips recursion: The following proof is divided in two steps. First, we write E[X),] as a function of fl’f;n(v) (de-
fined below and in Lemmal6)) for all j,i € 7, I,m € N. Then we setup the environment to use Jensen’s inequality and
conclude. A similar method is used to prove the recursion for vi.

By definition we have

E[X]_ZZP(CeY)_ZZP(c¢ukoDk)—ZZP(c¢Ukm+l 3t

m=0 ceC,, m=0 ceC,, m=0 ceC,,

where the last equality is coming from the fact that if ¢ € C,, then P(c ¢ Dy) = 1 for all k < m. We can rewrite the

previous equation as:
EX.0= > > [ ] Pl ¢ Dile ¢ U2, Do),

m=0 ceC,, [=m+1
using the observation that P(b ¢ B U By) = P(b ¢ Bi|b ¢ B>)P(b ¢ B,) and by assuming that U] A, = 0 for any
set A when m < n. At every instant, each node chooses the tips to validate independently from the choice of the other
node. Therefore, if ¢ ¢ Uf(’:loDk then the events ¢ € D;,i € I are independent impying that

P(c ¢ Dile ¢ UZyDy) = [ | P(c ¢ Dile ¢ UiZhDy) = [ | Pec ¢ Djle ¢ U2, Do,
iel iel

Therefore, we have
X ] = Z Z l_[ 1_[ P(C ¢ Dl|c ¢ Uk m+le) ZZ Z 1_[ 1—[ P(C ¢ Dl|c ¢ Uk m+1Dk’c € C,J;l),
m=0 ceC,, I=m+1 iel m=0 jeI cEC’ l=m+1 el

where the last equality is coming from the definition of C,,. Now we are going to focus on each individual terms

P(c ¢ D’Ic ¢ Uk m+1Dk, ¢ € C}). Using the law of total probability, we get
P(c ¢ Dilc ¢ U}, Dy, c € C))
= Z P(c ¢ Dilc ¢ Ul \Di,c € Ch I Vil=vP( Vi |=v]cg Ul | DiceC), (15)
veN
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where V; is the view set of node 7 at time /. The fact that node i, at instant /, only choose to validate 2r; tips uniformly
implies that we have:
Co A-Hi ifcevi (-1 ifl>m+d", y
PC¢D’L§ZU Di,ce CL,|VII=v) = v = v o= M v
( | k=m+1 2K m Vil =) {1, ifceg Vi, |1, ifl <m+dH, )
The last equality follows from the condition ¢ ¢ U._ e +le, ¢ € Ch. It states that message ¢ € CJ, has not been attached
by any node until time / — 1. Therefore, whether a node & is able to see the message c¢ as a tip at time / depends on
whether it has observed it. And that depends only on whether or not [ — m is greater than d. Coming back to we
obtain:
P(c ¢ Dilc ¢ U Dy,ceCl) = Z P(Vil = vic ¢ U . Di,c € CiNfE ).
veN
Recall, from Lemma@that function f (v) is concave in the range v > a = max; r; + 1. Moreover function fl m(v) is
strictly increasing in v > 1 (as long as [ > m + d’). We have therefore the following sequence of inequalities:

X]—ZZZ ]—[ HZP(W’ | =vle ¢ U Di,c e CFY ),

m=0 jeI cecj l=m+1 iel veN

s Z Z Z 1_[ H Z P(Vil = vie ¢ UZ .\ Di.ce Ch £ (v +a), (strictly increasing f, see Lemma 6]

m=0 jeI .cc/ l=m+1 ieI veN —_—
15 ceCoy ' focus

< Z Z Z 1—[ l—[ I ,,,(E[|Vl| +alc g U L Dice CLD, (Jensen, see Lemma [6])

m=0 jeI ceci l=m+1 iel

<E[IV]]l+a+1, (see @)

Z Z Z 1_[ 1—[ (vé +a+1), (strictly increasing f, see Lemma 6])

0 jel ceC’ I=m+1 iel

Z Z ﬁ [ [0 +a+ 1. (putting: m' = n—mand ! =1-m)
jel

I'=1 iel

IA

Z Ti l_[ 1_[ flj’i("n—mﬁ +a+1), (changing back name of variables)
m=0jeI =1 iel

1
Z l_[ (1- ———) (putting definition of f)
jeI  I=1 iclielli>di) Voo Fa+1

5

(16)

The last equation concludes the first part of the proof.

View recursion: By definition of the view V! (see (3)), we have |Vi| = 3, jer Dm0 -1 Zcecfﬂ 1(c € V). Taking the
expectation on both sides and using the following fact on conditional probability P(a ¢ Ul_oAr) = [1iLoPla ¢ Alla ¢
U Ap), we obtain:

n—d¥-1 nedii_1

E[ViI] =Z Z riP(c € Vilce Cl) = Z Z riP(c & Uter Usen_qui D¥lc € Cly)
jer  m=0 jeI m=0
n—di-1
= Z Z 7iP(c & Urcn Up: gricn— D lc € CL). (interchanging unions)
jer m=0

If c € C,, then P(c ¢ D;) = 1 for all [ < m. Indeed, if c is created at time m, it can only be approved after time m.

Therefore, we get
n—dii—1

ENVill= > > rP(c & UL,y Ugirans Dl € C).

jeI  m=0
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Using again the same fact on conditional probability, we obtain the following equality:

n—d*-1 n
] k -1 k j
E[Vi|] = Z Z rj ]_[ P(c & UgicyiDllc & U\ Ugicyy DX, € CI)).

jeIr m=0 I=m+1

At a given time each node acts independently, therefore if a message ¢ € C’ isatip (i.e. ¢ ¢ UY el Ydkicn—s DY) at
time [ — 1 then the events ¢ € Df, k € I are independent. That is, for any fixed i € 7, c € Cm, m < [ < n, we have

P(c ¢ Ug,aniDilc € Uh ) Uiy DY) = [ | Ple ¢ Djle ¢ UL, Upicus DY),
d,i<n—I1
So we have

n—d -

SIAEDY Z r; ]—[ [ ] Plcé¢ Dfic g U, Usyans Dic € Ch)

jeI m=0 I=m+1 dki<n—1

i1 Ydy<n—s Di, c € C,’;,). Recall the following
conditional probability fact P(a ¢ A|B) = 3, ..c P(a ¢ A|B,X = ¢)P(X = ¢|B) for all appropriate A, B, C, X. Using this
fact, forall i,k € 7,c € CJ,,m < [ < n, we get

Now we are going to focus on each individual term P(c ¢ Df|c ¢ U'_!

P(C ¢ Dklc ¢ Uv m+1 5<ﬂ—dri Dg)

= Z P(c & Dilc ¢ U2 | Uy, DL IVE = MP(VE = vie ¢ UL | Uena, D).
veN

If node k at time / cannot see a message ¢ € Clasa tip then it can’t attach to it, that is, if ¢ ¢ V" then ¢ ¢ Dk On the
other hand, if ¢ € Vlk then we have P(c ¢ D’l‘) =(1- ‘W)Z’k due to the fact that node k at instant / chooses unlformly
2r, messages to approve. To summarize, we have

(1-42 ifce vk
P(c ¢ Dlc ¢ U2 | Unsana, Dlvc € Chy IV = v) = v !
( | s=m+1 dyi | l| ) 1 if ¢ ¢ V[k

= .

A =Ly if > mo+ dik

1 if 1 < m+dH*
The last equality follows from the condition ¢ ¢ UA sl Ys<n—d, Di. It says that message ¢ € CJ, has not been attached
by any node until time / — 1. Therefore, whether a node k is able to see the message ¢ as a tip at time / depends
on whether it has observed it. And that depends only on whether or not [ — m is greater than d**. Putting it back
everything, we get

k j k
P(c ¢ Dflc € ULD,,.; Ursen-a, Djsc € Cl) = D 5 PAVS] = vie ¢ UL, Ugana, Dl c € C.
veN
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We go back to vi,. We have following succession of inequalities:

n—d*-1 n

=S T T S A4 0PAV = vie ¢ U Uery, Dy e )

jeI m=0 I=m+1  dki<n—| veN

< Z rj 1_[ l_[ Z fl’k v+ a)P(Vi=vlc g U | Usena, D'y € cl), (strictly increasing f, see Lemma [6)

jeI  m=0 I=m+1 dki<n—] veN

Z Z r 1_[ 1—[ Zflffn(E[Wlkl +dc ¢ Ul‘m+1 Us<n—a, D%, c € clD (Jensen, see Lemmal6)

jeIr m=0 I=m+1  dki<p—] veN

<Kta+l, (see (T3))

< T 1_[ Z f/_’;(vf +a+1), (strictly increasing f, see Lemma@

jeI  m=0 I=m+1  gki<p-] veN

= T l_[ 1—[ ROk a+ 1, (by puttingm’ =n—m,and I’ = [ —m).
r=

JjeI m'=dii+1 = dri<m =1
n m
= Ak ra+ ),
- n—m+l
JjeI m=di+ I=1 dki<m—1
Term
n m 1
2 o
= rj 1_[ 1_[ (1 - m) rk, (by definition of f)
JeI m=dii+1 =1 kefklm—dbi>1>dik) n—m-+l
Term
The last equation concludes the second part of the proof. O

7.3. Deriving an upper bound for tips and views from bounded increments and negative drifts.

This section is dedicated to provide a new proof regarding the existence of a finite bound over the expectation of
the cardinal of the tips set. Such results show that DAG-based distributed ledgers do not diverge, as long as the delays
is bounded. Recall that C!, (resp. D) is the set of messages created (resp. approved) by node i at instant n. As before,
we use C,, = ;e ij1 » Dy = Uer Dn, x, = E[X,],V, = E[|V’ |] as shorthand notations. Note that the above expectations
are only conditioned with respect to the initial COIldlthIl of the system (V(’) = {0}, CE) Df) = (). Let us define the set

A, as
n—-d*

= (U Ci- UDt (17)

This set is the set of messages (tips) that were created till time (n — d*) and have never (until time n) been attached to
the DL, i.e. the set of messages that have been created until time (n — d*) that are tips at time n.

Lemma 8. A, has the following useful properties:

1. (Common tips) For everyi€ I, andV¥neN, Y, 2 A, C V”;H
2. (Tips bound) At every instant n, the number of tips X,, is bounded as follows:

ALl < X, < |Ap] + rd*, Vn € N.
3. (View bound) The cardinality of the views set is bounded as follows:

Al < Vi | <AL +3rd",  VieI,VneN.
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4. (View bounded by tips) Views are upper bounded by tips as follows:
|V’+1|<X + 2rd* VieI,VneN.
5. The number of tips is lower bounded by r, that is
X, >, Vn e N.

Proof. We prove each point separately.
1. From the definition of the view set V! in (3), we have:

n—d’ n—d’t
n+1 UUCJ UUD]
jer t=0 jeIr t=0
UnLjCj UDI (asD’:_)D: C_DQC—D/)
jEItO

Q(UC,—UD,), (asC2C = C-D2C -D)

=A,.

We focus on the evolution of the tips. By definition, we have

UC, UD, UC, UD,

2. By definition, we have

Y, =(

(| Ja-{Jb)u( U C/).  (@s(CuC)-DC(C-DUC)

(18)

19)

(20)

@1

= X, < ( U Ct)sAn +' O C,|=| A, | +rd".
t=n—d*+1 =n—-d*+1
3. We move to the bound on the view sets
n—d’t n—d’
va=S(JUe-UU o)
jeI =0 jeIr 1=0
n—d n—d’ n
g(UC,— D} )u( U c) (as (CUC) =D C(C-D)uc)
t=0 jeI t=0 t=n—d*+1
n—-d* n n n
<( C,—UD,)u( U ¢ )u( U D) (asC-DC(C—(DuUD))uD)
t=0 t=0 t=n—d*+1 t=n—d*+1
n—d* n n
=|vi.l{(Uc-Up)u( U c)u( U o)
t=0 t=0 t=n—d*+1 t=n—d*+1

<A, + rd" + 2rd".
The lower bound is direct from the first point.
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4. Again by definition, we have

' B A ; -
v AJU-UUpe(Ue-JU i)
jeI t=0 jeIr t=0 t=0 jeIr t=0

n n n
(Uea-Un)u( U n)
t=0 =0 t=n—-d*+1
n n
=vu( J p)=valsx+| U D
t=n—d*+1 t=n—d*+1
<X, +2rd".

We use the above properties to obtain a bound on the drift of the stochastic process.

Lemma 9. (Drift) The number of tips X, has a uniform negative drift outside some set. Precisely, the drift is bounded

by
2r(x — rd”) r
- =xl<r- _
Bl =X | Xy = < r X+ 2rd* ( X+ 2rd* )
And as X,, becomes large, the drift tends to —r, that is
2r(x — rd*) r
— = < _ — —
)}l—{g ELXe1 = X | X = 4] )}1—{?0[ x+ 2rd* ( ! X+ 2rd* )] :

Also, defining a = 71(rd* + r), we have
E[Xu1 - X, | X, =x,Yx>a] <-r/7.
Proof. Leta € A, (note this implies a € Y, and ,a € V! 1> Vi) be a tip that is visible to all nodes. Remember that A, is

the set of messages that have been created until time (n — d*) that are tips at time n. The probability that node i doesn’t
attach its new messages to a at time n + 1 is given by,

1

P(agD,, lacA,)=(1-—)".
Vil
The probability that no node attaches their new messages to it is given by
P(agDuilacA,)=]]0-——)
iel |V n+l |

The expected number of tips in A, that no longer remain as tips at time # + 1 is given by,

1
E[14n N Daatl 1 X0 = 6] = WAl = AP (@ # Dyt @ € An )= IAal = Al [ (1= )
iel n+1
> |Anl = A, !;[(1 - m)z”, (from Lemmalg)
= A, =4, = 2r
A= 41 = ———)
2r 2r2r—1) . . .
> - - =
> Al - A, ( 1 T ord + X, + 2rd ) ), (inclusion exclusion m = 2)
- |( 2r r2r-1) )
B "\ x4 2rdt (x+ 2rd*)?
2r|A,| r
> —_
T X+ 2rd* ( X+ 2rd* )
>0as x>r
2r(x — rd*) r .
X+ 2rd* ( X+ 2rd* ) (from lemma X< Al + rd”).
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We are in position to prove the first part of the theorem. From the definition, we have Y, = C,1; U (Y}, — D,,11) which
implies that X,,+; = r + X,, — |Y,, N D,,+1|. We then have our first claim:

E[X,.11X,=x] < r+x—-E[A,ND,||X, = x], (from Property[8] A, C Y,,)
2r(x — rd*) r .
< - - he value of |A,, N D] fi
< r+x T ord ( T ), (putting the value of |A,, .+1| from above)

The second claim about the limit comes directly from the drift equation.
We conclude the proof by proving the third claim. We consider x > a.

2r(x — rd*) r
- = > < — —
ElXny = X | Xo = %, xzal<r X+ 2rd* ( X+ 2rd* )
=T1(x) :=T2(x)
<r- 2ria —rd’) ( - ! ) (as both the function 7'1(x) and T2(x) are increasing in x > 0)
- a+ 2rd* a+2rd* & -
o 2r(6rd* + 7r) ( 3 r )
Ord* + Tr Ord* +7r ”°
2r(6rd* +7r) ( r )
- Ord* + Tr Tr 7
_ 2r(6rd’) (1-L)=-L
- 9rd* )T

O

We turn our attention to the proof of the existence of an upper bound on the expected number of tips. We refer the
reader to theorem 1 of [16]]. Note that we have a bounded jump in our process, by construction, that is E[|X,,+1 — X,,|7 |
X+, Xo]l < 2r)? for all p > 0. Moreover, it is clear from the above lemma that we have uniform negative drift
after some threshold a. So, Theorem 1 of [16] implies that the expected number of tips is bounded, that is, there exist
some constant ¢ such that Yn we have E[X,,] < c.
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